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Microsoft Security 

Cybersecurity Architect Expert

Cybersecurity architects are essential for helping organizations design and 

evolve their cybersecurity strategy to help protect a company’s mission 

and business processes across all aspects of their enterprise architecture.

Security Operations Analyst Associate

The Microsoft Security Operations Analyst collaborates with organizational 

stakeholders to secure information technology systems for the 

organization. Their goal is to reduce organizational risk by rapidly 

remediating active attacks in the environment, advising on improvements 

to threat protection practices, and referring violations of organizational 

policies to appropriate stakeholders.

Identity and Access Administrator Associate

The Identity and Access Administrator may be a single individual or a 

member of a larger team. This role collaborates with many other roles in 

the organization to drive strategic identity projects to modernize identity 

solutions, to implement hybrid identity solutions, and to implement 

identity governance.

Information Protection Administrator Associate

and tests IT processes and operations against those policies and 

controls. They are responsible for creating policies and rules for content 

Security, Compliance, and Identity Fundamentals

Whether you’re a business stakeholder, new or existing IT 

professional, or a student who has an interest in Microsoft security, 

you familiarize yourself with the fundamentals of SCI across cloud-

based and related Microsoft services.

Azure Security Engineer Associate

Azure Security Engineers implement security controls and 

threat protection, manage identity and access, and protect data, 

applications, and networks in cloud and hybrid environments as part 

of an end-to-end infrastructure.

Security Administrator Associate

Microsoft 365 Security Administrators proactively secure Microsoft 

365 enterprise and hybrid environments, implement and manage 

security and compliance solutions, respond to threats, and enforce 

data governance.
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